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Why am I here?

● Developer satisfaction of testing in web development is looooow
● Testing your application is a significant chunk of QA
● Automating tests is a good way to reduce this cost



Browser automation
in a nutshell

Code that 
simulates a 
user



5

90s 

1993 1994 1995 1996

Birth of the web.
Static web pages.
Interactivity with plugins.
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More browsers.
Interactive & responsive.
Browser automation.

2000 

2005 20082004 2006 2009

WebDriver

20032002
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WebDriver became a W3C standard.
Popular JavaScript frameworks.
JavaScript automation tools.

2010 2011 2013 2018

2010 

2012 2014 20172016

deprecated

WebDriver 
“Classic”

became

2020

Selenium + WebDriver



Proprietary + Confidential

WebDriver 
Protocol

ChromeDevTools 
Protocol (CDP)

Web APIs +
Browser Extension

There are three ways to automate a browser



How tools 
automate 
browsers



Low level
Execute remote commands outside of the browser

High level
Execute JavaScript injected into  the browser



Web APIs & Browser Extension

bit.ly/testcafe-architecture 
bit.ly/cypress-architecture 

Low level
Execute remote commands outside of the browser

https://bit.ly/testcafe-architecture
https://bit.ly/cypress-architecture


Web APIs & Browser Extension

Chrome DevTools Protocol (CDP)

WebdriverIOSelenium Nighwatch

WebDriver “Classic” Protocol

bit.ly/testcafe-architecture 
bit.ly/cypress-architecture 

https://bit.ly/testcafe-architecture
https://bit.ly/cypress-architecture


Web APIs &
Chrome Extensions
The built-your-own 
automation approach
First on my list of browser automation 
techniques



WebDriver

The Standard Technique
Second on my list of browser automation 
techniques



Web APIs & Browser Extension

Chrome DevTools Protocol (CDP)WebDriver “Classic” Protocol

bit.ly/testcafe-architecture 
bit.ly/cypress-architecture 

WebdriverIOSelenium Nighwatch

https://bit.ly/testcafe-architecture
https://bit.ly/cypress-architecture


󰟜 ��
Pick an automation tool 
- library or framework Test scriptsDevelopers

What you do



🤖 ��
Run your scripts in browser 
through protocols BrowsersAutomation 

tools

Behind the scenes



🤖 🌏
Automation 

tools
Browsers

Issue WebDriver commands 
via HTTP requests

🛞
Browser 
drivers

Control the browser

WebDriver 
“Classic”



🤖 🌏
Automation 

tools
Browsers

Issue WebDriver commands 
via HTTP requests

🛞
Browser 
drivers

Control the browser

W3C Standard

- ChromeDriver

- GeckoDriver

- SafariDriver

- EdgeDriver

WebDriver 
“Classic”



1. Navigate to the page

2. Click on Espresso 

WebDriver 
“Classic”

Demos by @jecfish



/* WebdriverIO */

// Setup browser

const browser = ...;

// Action

await browser.setWindowSize(600, 1041);

await browser.url('https://coffee-cart.app');

await browser.$('[data-test="Espresso"]').click();

Full demo: bit.ly/wbidi-demo 

WebdriverIO

https://bit.ly/wbidi-demo


/* WebdriverIO */

// Setup browser

const browser = ...;

// Action

await browser.setWindowSize(600, 1041);

await browser.url('https://coffee-cart.app');

await browser.$('[data-test="Espresso"]').click();

Full demo: bit.ly/wbidi-demo 

WebdriverIO

https://bit.ly/wbidi-demo


WebDriver 
“Classic”

Demo 



[POST] /session/:id/url 

{ url: 'https://coffee-cart.app' }

1. Navigate to the page

[POST] /session/:id/element 

{ using: 'css selector', value: '[data-test="Espresso"]' }

2. Find the coffee

[POST] /session/:id/element/:element-id/click 

3. Click the coffee

🤖
Automation 

tools

🛞
Browser 
drivers

WebDriver 
“Classic”

https://coffee-cart.netlify.app/


[POST] /session/:id/url 

{ url: 'https://coffee-cart.app' }

1. Navigate to the page

[POST] /session/:id/element 

{ using: 'css selector', value: '[data-test="Espresso"]' }

2. Find the coffee

[POST] /session/:id/element/:element-id/click 

3. Click the coffee

🤖
Automation 

tools

🛞
Browser 
drivers

WebDriver 
“Classic”

https://coffee-cart.netlify.app/


[POST] /session/:id/url 

{ url: 'https://coffee-cart.app' }

1. Navigate to the page

[POST] /session/:id/element 

{ using: 'css selector', value: '[data-test="Espresso"]' }

2. Find the coffee

[POST] /session/:id/element/:element-id/click 

3. Click the coffee

🤖
Automation 

tools

🛞
Browser 
drivers

WebDriver 
“Classic”

https://coffee-cart.netlify.app/


Wait for the Espresso through 
HTTP long polling

Establish a session

🤖
Automation 

tools

🛞
Browser 
drivers

WebDriver 
“Classic”



Wait for the Espresso through 
HTTP long polling

Establish a session

🤖
Automation 

tools

🛞
Browser 
drivers

Is the Espresso loaded?

WebDriver 
“Classic”



Wait for the Espresso through 
HTTP long polling

Establish a session

🤖
Automation 

tools

🛞
Browser 
drivers

Is the Espresso loaded?

Is the Espresso loaded?

WebDriver 
“Classic”



Wait for the Espresso through 
HTTP long polling

Establish a session

🤖
Automation 

tools

🛞
Browser 
drivers

Is the Espresso loaded?

Is the Espresso loaded?

🐌 Slow!

WebDriver 
“Classic”



Best cross-browser support

W3C standard

Built for testing

🔴💚
Slower, HTTP-based

Provide only high-level control

WebDriver 
“Classic”



CDP

The Chrome Devtools 
Protocol
Third on my list of browser automation 
techniques



Chrome DevTools 
Protocol
goo.gle/cdp-docs 

Designed 
for

Evolved  
into

CDP

http://goo.gle/cdp-docs


🤖 🌏
Automation 

tools
Chromium-based 

browsers

🛞
Browser 
drivers

❌

CDP



🤖 🌏
Automation 

tools
Chromium-based 

browsers

Issue commands through 
Chrome DevTools Protocol (CDP)

Control the browser via 
WebSocket

CDP



1. Navigate to the page

2. Click on Espresso 

CDP



/* Puppeteer */

// Setup browser

const browser = ...

const page = await browser.newPage();

// Action

await page.setViewport({width: 600, height: 1041});

await page.goto('https://coffee-cart.app');

const coffee = await page.$('[data-test="Espresso"]');

await coffee.click();

Full demo: bit.ly/wbidi-demo 

Puppeteer

https://bit.ly/wbidi-demo


/* Puppeteer */

// Setup browser

const browser = ...

const page = await browser.newPage();

// Action

await page.setViewport({width: 600, height: 1041});

await page.goto('https://coffee-cart.app');

const coffee = await page.$('[data-test="Espresso"]');

await coffee.click();

Full demo: bit.ly/wbidi-demo 

Puppeteer

https://bit.ly/wbidi-demo


1. Navigate to the page

2. Find the coffee

3. Click the coffee

🤖
Automation 

tools

{ command: 'Page.navigate',
  parameters: { url: 'https://coffee-cart.app/' }}

{ command: 'Runtime.evaluate',
  parameters: { expression:
    `document.querySelector('[data-test="Espresso"]')` }}

{ command: 'Input.dispatchMouseEvent', parameters: {
    type: 'mousePressed', x: 10.34, y: 27.1, clickCount: 1 }}

{ command: 'Input.dispatchMouseEvent', parameters: {
    type: 'mouseReleased', x: 10.34, y: 27.1, clickCount: 1 }}

CDP

🌏
Chromium-based 

browsers



Puppeteer Demo

CDP



🤖
Automation 

tools

🌏
Chromium-based 

browsers

1. Navigate to the page
{ command: 'Page.navigate',
  parameters: { url: 'https://coffee-cart.app/' }}

2. Find the coffee
{ command: 'Runtime.evaluate',
  parameters: { expression:
    `document.querySelector('[data-test="Espresso"]')` }}

3. Click the coffee
{ command: 'Input.dispatchMouseEvent', parameters: {
    type: 'mousePressed', x: 10.34, y: 27.1, clickCount: 1 }}

{ command: 'Input.dispatchMouseEvent', parameters: {
    type: 'mouseReleased', x: 10.34, y: 27.1, clickCount: 1 }}

CDP



🤖
Automation 

tools

🌏
Chromium-based 

browsers

3. Click the coffee
{ command: 'Input.dispatchMouseEvent', parameters: {
    type: 'mousePressed', x: 10.34, y: 27.1, clickCount: 1 }}

{ command: 'Input.dispatchMouseEvent', parameters: {
    type: 'mouseReleased', x: 10.34, y: 27.1, clickCount: 1 }}

2. Find the coffee
{ command: 'Runtime.evaluate',
  parameters: { expression:
    `document.querySelector('[data-test="Espresso"]')` }}

1. Navigate to the page
{ command: 'Page.navigate',
  parameters: { url: 'https://coffee-cart.app/' }}

󰗧 Fast, 
bi-directional

CDP



Intercept network requests

Simulate device mode

Simulate geolocation 

Get console messages

Low level control

CDP



Fast, bi-directional messaging 

Provide low level control

🔴💚
Chromium-based browsers

Non-standard

Complex, built for debugging 

CDP



Fast, bi-directional messaging 

Provide low level control

💚

CDP WebDriver 
“Classic”

Best cross-browser support

W3C standard

Built for testing

💚



What if we only take 
the good parts from 

both protocols?



WebDriver BiDi

WebDriver+CDP=Yes
Fourth on my list of browser automation 
techniques

New



Fast, bi-directional messaging 

Provide low level control

💚
Best cross-browser support

W3C standard

Built for testing

💚

WebDriver BiDi



🛞🤖
Any 

automation 
tools

Any browsers 
or drivers

Issue commands through 
WebDriver BiDi protocol

Fast connection via 
WebSocket

🤖 🌏

WebDriver BiDi



WebDriver BiDi

WebDriver BiDi will function as an 
addition to WebDriver (Classic). There is 
no need for a big migration!

WebDriver BiDi should succeed - with 
some caveats -  the direct usage of CDP 
in automation libraries.

Complements 
WebDriver

Succeeds CDP

WebDriver BiDi combines the benefits of 
CDP and WebDriver, to provide a 
stronger browser automation package.

Combines benefits



Browsers Test automation 
frameworks

Test infrastructure 
providers

Collaboration

WebDriver BiDi



Now the bad news



🚧 Work in progress
Track browser implementation 
progress here

WebDriver BiDi



Now the good news



55

2018

WebDriver 
“Classic”

Future 2023

WebDriver BiDi
upgrade

🎉 Initial support in automation tools
bit.ly/wbidi-demo

bit.ly/selenium-initial-bidi-support   
bit.ly/webdriverio-initial-bidi-support   

bit.ly/pptr-initial-bidi-support 

WebDriver BiDi

http://bit.ly/wbidi-demo
http://bit.ly/selenium-initial-bidi-support
http://bit.ly/webdriverio-initial-bidi-support
http://bit.ly/pptr-initial-bidi-support
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As of May 04, 2023: bit.ly/wbidi-dashboard 

WebDriver BiDi

https://bit.ly/wbidi-dashboard


1. Navigate to the page

2. Click on Espresso

WebDriver BiDi



1. Navigate to the page

2. Click on Espresso

3. Catch console errors

WebDriver BiDi



/* WebdriverIO */

// Setup browser

const browser = await remote({

  capabilities: { browserName: 'chrome', webSocketUrl: true }

});

// TODO: Monitor log messages 

...

// Action

...

Full demo: bit.ly/wbidi-demo 

WebdriverIO

https://bit.ly/wbidi-demo


/* WebdriverIO */

// Setup browser

const browser = await remote({

  capabilities: { browserName: 'chrome', webSocketUrl: true }

});

// TODO: Monitor log messages 

...

// Action

...

Full demo: bit.ly/wbidi-demo 

WebdriverIO

https://bit.ly/wbidi-demo


/* WebdriverIO */

// Setup browser

const browser = await remote({

  capabilities: { browserName: 'firefox', webSocketUrl: true }

});

// TODO: Monitor log messages 

...

// Action

...

Full demo: bit.ly/wbidi-demo 

WebdriverIO

https://bit.ly/wbidi-demo


/* WebdriverIO */

// Setup browser

const browser = await remote({

  capabilities: { browserName: 'firefox', webSocketUrl: true }

});

// TODO: Monitor log messages 

...

// Action

...

Full demo: bit.ly/wbidi-demo 

WebdriverIO

https://bit.ly/wbidi-demo


// Monitor log messages

await browser.send({

  method: 'session.subscribe',

  params: { events: ['log.entryAdded'] }

});

browser.on('message', (data) => {

  const txt = JSON.parse(data).params.text;

  assert.fail(`Unexpected console message received: ${txt}`);

});

// Action

...

Full demo: bit.ly/wbidi-demo 

WebdriverIO

https://bit.ly/wbidi-demo
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  assert.fail(`Unexpected console message received: ${txt}`);

});

// Action

...

Full demo: bit.ly/wbidi-demo 

WebdriverIO

https://bit.ly/wbidi-demo


// Monitor log messages

await browser.send({

  method: 'session.subscribe',

  params: { events: ['log.entryAdded'] }

});

browser.on('message', (data) => {
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WebdriverIO

https://bit.ly/wbidi-demo


BiDi WebdriverIO Demo

WebDriver BiDi



/* Puppeteer */

// Setup browser

const browser = await puppeteer.launch({ protocol: 'webDriverBiDi' });

const page = ...

// Monitor log messages

page.on('console', message => {

  const txt = message.text();

  assert.fail(`Unexpected console message received: ${txt}`);

});

// Action

...
Full demo: bit.ly/wbidi-demo 

Puppeteer

https://bit.ly/wbidi-demo
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Puppeteer

https://bit.ly/wbidi-demo


/* Puppeteer */

// Setup browser

const browser = await puppeteer.launch({ protocol: 'webDriverBiDi' });

const page = ...

// Monitor log messages

page.on('console', message => {

  const txt = message.text();

  assert.fail(`Unexpected console message received: ${txt}`);

});

// Action

...
Full demo: bit.ly/wbidi-demo 

Puppeteer

https://bit.ly/wbidi-demo


The wrap



The wrap

There are multiple ways to automate a 
browser, each with its own benefits and 
drawbacks.

WebDriver BiDi combines the benefits of 
the two most stable browser automation 
techniques: WebDriver and CDP.

Learn more at goo.gle/webdriver-bidi.

Browser automation 
is hard

WebDriver BiDi to the 
rescue

WebDriver BiDi capabilities are shipped 
incrementally, you can try them out 
already if your browser and test 
automation library already supports it. 

Try it out

Super important!!1!!11!

WebDriver CDP
❤ ❤❤

BiDi



The End
Three Ways to Automate Your Browser, and Why 
We Are Adding a Fourth: WebDriver BiDi

Michael Hablich @mhablich
Product Manager on the Google Chrome team


